Document Exchange Lite
Introduction

Since its launch in July 2004, the Document Exchange (DMX) module for DotNetNuke (DNN) has been an outright success. From the feedback we have received, it appears to fill a need for secure document management within the DotNetNuke framework (which is hardly surprising given that the latter has, out of the box, very limited support for file storing and sharing). The goal of the Document Exchange was to create a simple way in which people could share documents in DotNetNuke with the ability to structure the contents (through folders) much as they would on their own hard disk, and set permissions (role based) for downloading and/or changing as they would in their Windows environment.

Key Features
· Files are protected from direct download

· Files can be stored anywhere on the server

· View and edit privileges can be set for every item

· Permissions are by default inherited from parent folder
· Permissions can be altered for whole folder including sub folders

· Old versions of a document are kept on the server and can be ‘rolled-back’

· Undelete/recycle bin feature

· File locking

· Logging of repository changes including downloads

· Any number of module instances can share the same repository

· Mass import of existing file structures

· Recognition of major file formats
· Optional moderation of content

· Meta-data search of files

· Breadcrumbs to ease navigation

· Categories that can be hierarchically related

· Subscription to items sending notifications of changes

· Possibility for audit by sending notification of all transactions to an audit email address

· Bulk upload through zip files

Vocabulary

A document management system is not a file share on a server. It is more than that. So our vocabulary will differ slightly from that of let’s say Windows Explorer. The basic entity of the document exchange is the ‘Entry’ (sometimes referred to as ‘item’ in this text). An entry is literally an entry (or a record, if you like) in the document database. It can be one of three things: a folder, a document, or a hyperlink. The first is much like a folder on a file system. It is a tool for organizing files and maintaining permissions. The second (document) is like an electronic file. Various details about the file (such as description, author, and version) are stored in the database of DotNetNuke. The file itself is saved on the hard disk of the server. The third entry type, hyperlink, has no file associated and, like the folder entry type, is only stored in the database. Next to these base types, custom types may be defined by add-on developers.

Using Document Exchange

General Screen Layout

This new version of DMX employs a more uniform screen layout than the previous version. You will find main navigation at the top of the module window. The main navigation buttons are at the top-right. These buttons link to the same screen regardless where you are in the document exchange. The most important here is ‘folders’. This button will bring you back to the root folder of the module.

At the top-left of the window you will see the breadcrumbs. These facilitate quick navigation through the folders. You will find breadcrumbs are also included with categories.

Below the top bar of navigational items is a box of items displaying meta-information of the current item and possible actions to be performed on this item. Typically this shows the title of the item, a possibility for subscribing to the item, a search box, and buttons for editing, adding, and deleting items. Navigate to your item of choice and given the right permissions you will see buttons appear allowing you to work on the item.

Finally, below the information/action box you will find the particulars of the currently selected item. In case of a folder you will see a list of items contained in this folder. In case of a file or a hyperlink you will see details of this item such as author, permissions, keywords, etcetera, as well as a version history and log.

Adding an item
Scenario: Let’s assume we have a server set up with DNN and DMX. In this we have defined several organizational roles such as ‘Human Resource Department’, ‘Accounting’, ‘Engineering’, and ‘General Management’ as well as basic roles such as ‘Administrators’ and ‘Staff’. John Brown, who has HR privileges, logs in and wishes to add a company procedure document for vacations to the repository in a new ‘folder’ called ‘Documentation’. He navigates to the HR folder and clicks ‘New Entry’ (he sees this button because he has the right to add documents here).
Subsequently an edit screen is shown with various items of information for John to fill out. He will first have to specify what kind of item it is we are going to add: a file, a hyperlink, or a folder. Notice that for each type you will see a dropdown with ‘Normal X’ where X is the type we are adding. The reason this dropdown is there is that any extensions to DMX might include so-called custom types that may be specified here. For now we will not concern ourselves with custom functionality, however, and concentrate on default use of DMX. Choosing to add a file shows the file upload box, choosing the hyperlink option shows the familiar URL interface (allowing you to add either a hyperlink by hand, or a link to a tab within the current portal), and choosing the folder option, finally, doesn’t show any of these. In our example John will first add a folder.

John will then have to describe the item. He specifies the title (‘Documentation’) in the description box, leaves the author as himself (this is filled in by default as the name of the user adding the item) and adds the keywords ‘manuals;procedures;’. He ticks the checkbox next to the category ‘company procedures’ and adds to ‘remarks’ the purpose of this folder. Then he clicks ‘Update’ to submit the information to DMX. This brings him to the newly created folder ‘Documentation’. You will notice the breadcrumbs at the top of the module window now show ‘Human Resources’ signifying that ‘Documentation’ is located in this folder.
He then adds the file in a similar fashion, selecting ‘new entry’, selecting the file from the hard disk using ‘Browse’ and filling in the appropriate details. Note that security settings are by default inherited from the parent folder. Once submitted (and assuming the ‘approving mechanism’ is switched off), this document will be visible to all staff and editable by those who have the ‘Human Resources’ role. Navigating back to the ‘Documentation’ folder (using the breadcrumbs above the document title) one finds the newly added file. The disk icon will prompt a download of the document. Clicking the file title will bring up an information details screen.

Adding a hyperlink in analogous. A hyperlink will get 2 icons behind the entry. The first will navigate to the link in the current window; the second will open it in a new window.

Bulk upload through Zip files

When uploading a zip file you can choose to unzip this file (by checking ‘Unzip File’). DMX will then unpack the zip file (keeping any included directory structure intact) and recreates the contents in the document exchange under the current folder. It will take whatever you fill in on the entry form and use that for all the files/folders that are created in the process. The name of the item will be taken from the filename (excluding the extension).
Note that you can only unzip a file when creating an entry for the first time. You cannot unpack a zip file already on the server or when creating an update.
Moving items

You are able to move DMX entries from one folder to another. This means you can move a document or an entire folder to another place in the Document Exchange. Care has been taken to prevent circular references (i.e. when you try to move a folder to one of its children). Moving a document can be done during editing. You can move an entry by going to its edit screen. There you will see on your screen a line with the text “move item to”. Next to it you will find a dropdown list of all the folders that you have ‘write’ access to.

Resetting permissions for whole folders

Whenever a user edits a folder, he or she has the option to change the permissions for the folder. To facilitate mass resetting of permissions, an option is shown to propagate the new permissions to all children of the folder being edited.

Making an entry private

Sometimes you do not wish to share a file or folder with anyone. Rather you’d just want to keep it ‘for your eyes only’. Marking an entry as ‘Private’ renders it invisible to all users except yourself and the administrators. This applies equally to folders as well as files. Adding a file to a private folder will mark it as private by default.
Deletion

The delete function is found on the details screen of a DMX entry. The system is geared toward preventing accidental loss of data. Files are not immediately deleted from DMX once you have confirmed its deletion. In fact the item is just marked as ‘deleted’ and will no longer show up. Whenever the administrator logs in, however, he sees all entries, including the deleted ones. The deleted entries will show up with a small ‘deleted’ icon behind them. The administrator can subsequently ‘revive’ the old content by ‘undeleting’ the item. This is done in the same way as deleting.

Whenever a folder is deleted, all children will also be marked as deleted. Undeleting a folder, however, will not affect its children. Reviving items must be done one-by-one.

Document Locking

Users with edit rights can lock documents in the repository. This makes them un-editable for all others. Note that others can keep on downloading the document. On the folder list one can easily spot locked documents by the lock icon. The details screen shows clearly who has locked the document and there is a link to the email address of that person. Only the user that locked the document or an administrator can unlock that document!

Versioning

A very powerful feature of modern (web-based) document management systems is versioning. Whenever someone uploads a new version of a document, the previous version is not overwritten, but rather it is hidden from view. Then, whenever someone wishes to either view an older version or to roll-back to an older version, the system merely re-instates this older version. To keep the hard disk from flooding, the administrator can set the amount of versions that are maintained.

Whenever we edit a file entry in DMX we are given the option to upload a new version. Note that uploading a new file will spark off a new version, whereas only changing the metadata (such as author or description) will merely update the existing version. We can keep on adding as many versions as we like. Whenever we look at a document’s details we see a list of previous versions. These versions receive an ordinal number every time they’re created. We can distinguish between (a) the latest version, (b) the currently selected version, (c) other versions that are still on the server, and finally (d) other versions that have expired and have thus been deleted from the server’s hard disk.
We can see a ‘roll back’ button appear whenever we navigate to a previous version that has not been erased from the hard disk. Once we confirm the roll back that version is renumbered and becomes the latest version (i.e. the highest number). In the document log we now see that references have changed from the old version number to the new version number.
Log

All activity except simple browsing is stored in the DMX log. This allows one to see when an item has been uploaded, changed, locked, downloaded, etc.

Moderation/approval

The administrator can specify that the content is moderated. What this means is that for ordinary users any entry that is added to DMX will not appear until it has been approved. The administrator specifies which role may approve content. Contrary to other users, those with moderation rights or administration rights will see non-approved items (visible through an icon) and they may approve items by going to the details screen and clicking the ‘approve’ button. This mechanism allows for a (relatively simple) workflow.

Categories
One may browse through the DMX entries organized by category in much the same way as folders. The most important difference is that while an entry can only belong to one category, it can belong to several categories. Any entry can be specified to belong to any amount of categories, so browsing through the categories one may find a single entry several times.
Searching for Content
One of the most critical functions of a document management system is its ability to retrieve the document we’re looking for. We could be looking for text within the document contents or in meta-data. The meta-data is descriptive data we enter into DMX when we add those documents like description, author, and keywords (this is the so-called meta-data of a document). DMX Lite does not index (and hence to search in) the document contents. The full version does support contents searching.

A simple search is where we ask the system to look for any occurrences of a particular text in any part of the meta-data. This kind of search is initiated by typing the text in the search box on the top-right corner of the description box and clicking the magnifying glass button next to it. This will launch the search and bring up the results screen.
An advanced search is where we are allowed to make a combination of search criteria. This can be found by clicking the search button on the top-navigation button-list at the top-right. A combination of search criteria can be specified based on which text to look for, where, and how.

Subscribing to Content
A very powerful feature of DMX is the ability to subscribe to content. Having subscribed to an item, you will be notified when this item is changed, deleted, or updated. In case of folders you will be notified upon changes of any items contained directly within it plus you will be notified when a new item is added to it. To subscribe to an item (you need to be logged in for this) you must check the ‘subscribed’ checkbox just underneath the title when viewing the item’s details. As a confirmation, you will receive an email when you subscribe to an item.
You may see all items you have subscribed to by clicking the ‘my subscriptions’ button on the top navigation menu at the top-right of the module window. In this list you will also see a warning icon in case a document has been changed since your last login/viewing.

